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0. Main Objectives

- Simple definition
: Multiple threads allow a program to be
divided into that can operate independently from
each other.
¥ process vs thread.
¥ Multitasking vs Multithreading.
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1 Overview

*  This Chapter explains why multithreading is an
important asset for both the developer and the
end user.

+  The root of problems in multitasking.

- The meaning of terms like thread and context switch.
- Race condition.
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1.1 A Twisting, Winding Path(1/2)

* MS-DOS
- V1.0 : no support for subdirectories, no batch language.

A running program got control of the entire
machine.

Without a process model.(impassible to have even
the concept of a multitasking or multithreaded
0S)

- V2.x: the installation of operating system extension
(=TSRs)

% TSRs: Terminate and Stay Resident.

- MS-DOS is not multitasking and definitely not
multithreaded.
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1.1 A Twisting, Winding Path(2/2)

* MS Windows
- V 1~3.x : allowed several applications to run at the same
time, but it was the responsibility of each application to
share the processor (Cooperative multitasking)
- Unix,VMS....Preemptive multitasking.
- OS/2:memory protection preemptive multitasking.

¥What is the difference between cooperative multitasking and
preemptive multitasking?

+ Windows NT to Rescue

- Full support for preemptive multitasking for 32-bit
application.

- Win32s:a new set of APIs.
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1.2 Cooperative Threads

* The equivalent of cooperative multitasking, except
that everything is happening within the same
application.
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1.3 Why Users Want Threads

Examples
Under Windows NT 3.x, using File Manager.

In the Windows 95, copy files from one to
another.but Multithreading in Windows 95 is not
perfect.

Using a CD-ROM (seeking time 200ms)
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Kernel and HAL

Kernel
- schedules threads for execution.
- transfers control to handler routines when interrupts and
exception occur.
- performs low-level multiprocessor synchronization.
- implements system recovery procedures after a power failure
oceurs.
- Ex. of kernel routines: KeAcquireSpinLock,
KeSetPriority Thread
HAL

- exports routines that abstract platform-specific hardware
details about caches, I/0 buses, interrupts, device registers,
etc.

- provides an interface between the platform's hardware and the
system software.

- Ex. of HAL routines: HalGetBusData, WRITE_PORT_UCHAR,

HalGetInterruptVector,
HalTranslateBusAddress
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Process and Thread

Process is an environment which includes
- avirtual address space,
- executable code,
- data,
- object handles,
- environment variables,
- a base priority,
- and minimum and maximum working set sizes.

Thread is an execution which includes stack and its own copy
of registers.

* Process can have multiple threads,
- so, synchronization methods between threads are required.

- Ex. of synch. methods : event, semaphore, mutant, timer
objects
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Process and Thread Structure

Token . .
oke Virtual Address Space Description

Process i ] i ] i ‘

Object Table
Handle1  +——* Thread X
Handlez +——— Filey stack registers
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Thread

+ Thread Context

* the thread's set of machine registers,
+ the kernel stack,

+ a thread environment block,

+ and a user stack in the address space of the
thread's process
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Primary Thread

+ Each process is started with a single thread, often
called the primary thread, but can create
additional threads from any of its threads.
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Thread States

*+ Thread State Transition Diagram

admitted ) exit
interrupt

I/O or event wait

I/O or event completion
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1.5 Context Switching(1/4)

2006-09-06

Process Context

-value of CPU registers,the process state,memory
management information in the PCB of process.
Pointer

Pointer Proce
Ss
State

Process number
Program
counter
registers

Memory limits

List of open
files
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1.5 Context Switching(2/4)

2006-09-06

Context switching: Switching the CPU to another process
requires saving the state of the old process and loading the
saved state for the new process.

In preemptively multitasked system, the operating system
saves the current state of the thread by copying the
thread's registers from the stack info a CONTEXT
structure and saving the structure for later use.

To Switch to a different thread, the OS points the
processor at the memory of the thread's process, then
restores the registers that were saved in the CONTEXT
structure of a new thread.

Thread in the same process share all of their memory.(for
communication)
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1.5 Context Switching(3/4)

+ Context switch Performance.

- There is a small performance penalty paid for
each context switch.(about time-see the next)

+ SMP(Symmetric Multi Processing)

Processor 1 ‘

|

G F E D C '—4>‘ Processor2 A ‘
4
|

Processor3 B ‘
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1.5 Context Switching(4/4)

TIME

process PO 0s process P1

interrupt or system call

- /—l " save state nlo PCB-0

reload state from PCB-1

interupt or system call
save state from PCB-1
v - reload state from PCB-0

executing

idle
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Execution Context

Exceptions
- user-mode threaddt {2 MHIAE RESH= &2, exceptionOl
2250 kernel-modeZ & & 8t
- exceptionS LM AI2] thread2l contextUl Al =S4 EIC
Interrupts
- hardware or software interruptsJt Z45t= ZA<L0 01
Helot)I 261 kernel-modeE & & SHCH.
- 0% thread?l contextOi M =&l JU=X == 2Its.
Kernel-Mode Threads( System Threads, or Device Driver
Worker Threads)

- This thread runs exclusively in kernel mode, so it has no user-
mode context and cannot access user address space.

- device driver= XHl S&2 <6l kernel-mode thread M & Jts.
- NT Kernel Xl & XtaI0| 244 St kernel-mode threadOfl 2| oH

N
oS

2006-09-06 Seong Jong Choi Multithreading CHAPTER 1-21

Process vs. Thread

* Why Not Use Multiple Processes?

High cost. Threads are cheap.

..slower than using threads.

Difficulty to pass handles between processes.

All thread can share window handles.(both the handles
and the threads live in the same process.)

- non-windowed application.
Ex)Web server.(fremendous overhead)
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Virtual Memory Management

* Memory

- Memory(26B) + Resources(include kernel objects[file
handles, threads])

- It provides a place for memory and threads to live.

* Three basic types:
- The Code is executable part of the program.

- The Data is where all of the variables in your program
that are not local to a function are placed.

- The Stack is your call stack and local variables.

+ Threads

- Asingle sequential flow of control within a program.
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Virtual Memory Management

* provides user process with 4G bytes linear
address space.

+ protects and enables sharing between process's
address space.

* paging mechanism : page table, page frame
* non-paged pool :
- aportion of system memory which is never paged to disk

* paged pool :
- can be paged to disk
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Virtual Memory Management
FFFFFFFFh
Nonpaged
System Memory
paged (Common to all
C0000000h Directly Processes)
Mapped (2GB)
Addresses {
80000000h
User Memory
Paged (Unique per process)
(2GB)
00000000h )
Virtual Address Space
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Memory Mapping

Virtual Memory

Physical Memory
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Virtual Address Space Layout

Page Table
Page frame 3

Virtual Address

Virtual page Page
numbper : 5 offset

-

N

Page frame 10

invalid

invalid

Page frame 7

Virtual

age . .
nSmgber invalid

Fig 7. Conceptual Page Table
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Synchronous 1I/O Processing

Application WriteFile(handle,data,..)

\

Win32 Call NT write /‘
Subsystem file service

Waits Gets the results

Return the write results

\ f User mode
; / Kernel mode
Check parameters Complete IRP
1/0 Manager Create IRP Return
Call Device Driver
Setup H/W

Device Driver Queue 1/0 to device Handle Interrupt

\ Perform 1/O transf /
Physical Device erform /O transfer

Interrupt for service
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Asynchronous 1I/O Processing

Aoplication WriteFile(handle,data,.., Gets the results
PP % overlapped) r (wakeup)

Win32 Call NT write Return 1/0

Subsystem file service pending status
\ 4 User mode
] / / Kernel mode

Check parameters Complete IRP
10 Manager Create IRP Return Set file handle to

Call Device Driver

f signaled state
Setup H/W /‘

Quee 1/O to device Return Handle Interrupt

\ Perf 1/0 t fi
Physical Device \_/A erform ransfer

Interrupt for service

Device Driver
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1.6 Race Conditions(1)

+ Inapreemptive system, the order of multiple
threads becomes unpredictable. (Race condition)

* The Linked List Example (see the next)
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1.6 Race Conditions: Example Linked List

Struct Node{
struct Node *next;
int data;
>
Struct List {
struct Node *head;
>

//Adding a node to the head of a list
void AddHead(struct List *list, struct Node *node)
//Note: Call by pointer
{
node->next = list -> head; //step #1
list->head = node; //step #2
}
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Linked List & Steps for Adding a Node

List / Node A
heade—| data | next

TInitial Configuration
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Linked List & Steps for Adding a Node

List
head‘

Node A
data next

After adding Adding Node B in
front of the list
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Linked List & Steps for Adding a Node

List

/ Node A
head o—

data | next

list=L.ist; node=Node B;
#1: node->next=list->head;
#2: list->head=node;

Step #1 for Adding Node B
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Linked List & Steps for Adding a Node

Node A
data next

list=List; node=Node B;
#1: node->next=list->head;
#2: list->head=node;

Steps #2 for Adding Node B
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Scenario 1 - Normal Operation

Two thread, 1 and 2, are executing AddHead() on
a list

- TInitially, the list has Node A

- Thread 1 wants to add Node B

- Thread 2 wants to add Node C

Initially, Thread 1 is running.

Thread 1 finishes AddHead().

Context switch and Thread 2 is running.
Thread 2 finishes AddHead().

Hwn =

See the next diagram...
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Scenario 1

List _— Node A
head ] data | next

Thread 1 Thread 2

Context Switch Node C
data next

void AddHead(struct List *list, struct Node *node) ead(struct List *Iigt, struct Node *node)

{
node->ndxt = list -> head; //step #1 node->next = list -\ head: //step #1
list->hedd = node; //step #2 list->head = node; /{step #2
}
Context Switch
2->1
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Scenario 1

List
head ]

Node C

data | next /

Node A
data next

After the operation
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Scenario 2: Race Condition

Two thread, 1 and 2, are executing AddHead() on a list
- Initially, the list has Node A

- Thread 1 wants to add Node B

- Thread 2 wants to add Node C

Initially, Thread 1 is running.

Thread 1 finishes step #1 of AddHead().
Context switch and Thread 2 is running.
Thread 2 finishes AddHead().

Context switch and Thread 1 is running.
Thread 1 finishes step #2.

ook wn =

See the next diagram...
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Scenario

List __—" Node A
head ] data | next

Thread 1 Thread 2

Node C
data next

Context Switch

void AddHead(struct Li
{

*list, struct Node * void AddHead(struct Lis

{
ead; //step #1 node->next = st -> head: //step #1

*list, struct Node *node)

node->next =

list->head = n #2 list->head = nqde; //step #2

Context Switch
2->1
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Race Conditions

List #1
heade—

Node A
data next

1 list=List; node=Node B;
#1: node-next=list->head;
#2: list->head=node;

Linked list after step #1 of thread 1
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Race Conditions

List o Node C
head data nexte”

Node A
| data | next

#2
list=List; node=Node C;
#1: node-next=list->head;
#2: list->head=node;

context switch (thread 1 to thread 2)
and thread 2adds Node C: completes step 1 & 2
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Race Conditions

List Node C
heade data | nexte]

Node A
| data | next

#2
list=List; node=Node B;
#1: node-next=list->head,;
#2: list->head=node;

Context switch (Thread 2 to Thread 1)
and completes step #2

* What is this????
+ We created a monsterllll
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1.7 Atomic Operations

* An operation that will complete without ever being
interrupted is called an atomic operation.

Linked list example

int flag:
AddHead(struct List * list , struct Node * node)
{
while(flag ! = 0)
flag = 1;
next = list node -> -> head:;
List -> head = node;
Flag = O;
}

+ Test and Set instruction.-flag.
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1.8 How Threads Communicate

An obvious solution is to use global data since all
threads can read and write it.

+ Communicating between threads can be quite

2006-09-06

tricky.-In PART IT of this book.
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1.9 Good News/Bad News

* Unless very carefully designed, multithreaded

programs tend to be unpredictable, hard to test,
and hard to get right.

* Multiple threads working on exactly the same

thing : there is a high probability that something
will go wrong unless the tasks are very carefully
coordinated.

+ Multiple threads working on separate tasks : they

will need to share many things.

* Need very carefully planl!l
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MS VC++

Integrated Development Environment
- Language Sensitive Text Editor

- Preprocessor

- Compiler

- Linker

- Wizard

Project (.dsp)
- A collection of all the necessary information to build a binary
excutibles (.exe .dll)
- Files (source, header)
- Compile options
- Link options

+ Work Space (.dsw)
- A collection of projects

2006-09-06 Seong Jong Choi Multithreading CHAPTER 1-47

Build Process

i
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Assembly Code

* Project Setting -> C/C++ -> Category -> Listing
files -> Listing file type -> Assembly, Machine
Code, and Source

*+ Then, compile

+ You'll see xxx.cod file in the debug directory
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Intel 80386 Registers

Figurs 2-5. S030E Applizarions Regioter Set

GENERAL REGISTERS

3L 2 18 ) o
2 .
H ax 7
T [ X
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zsx 5% B
sr
o o1
& ;
s

SEOMENT
RECISTERS

STATUS AND INSTRUCTION REGIGTERS
n 3 15 T [

Page 31 of 421
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Intel Fundamental Data Type

Figure 2Z-2. Fundamental Data Types

7 0
BYTE | BYTE
15 7 0
HIGH BYTE LOW BYTE WORD
address n+l addresa n
3l |23 15 l? 0
T [ 1
HIEE|HORD | LCN|NCRE DOUBLEWORD
1 T
addraas ns+l addraze n+2 addresz n+l addresa n
2006-09-06 Seong Jong Choi Multithreading CHAPTER 1-51

Assembly code

* Instruction = operation [operand] [, operand]

+ Examples
- Data movement: mov destaddr, eax
- Stack operation: pop eax
- Arithmetic, logic, comparison, etc
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Operand: Addressing Mode

+ Immediate: InstructionOll =&

* Register Direct: Regiter2 &

* Register indirect: Register LHiES HI 22l =42
* Memory Direct

* Memory indirect

* Index: address +-
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Data Movement

* mov destination, source

—a$=-4
mov dword ptr _a$[ebp], OAh

Above two lines are equivalent to:

mov dword ptr [ebp-4], OAh

/ \ Operand: Immediate addressing
operation

Operand: index + register indirect addressing
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Stack Instructions

- PUSH
- Decrement the stack pointer (ESP)
- Then, transfer source to the stack indicated by ESP
- Push eax
- POP
- Transfer data at the current top of stack (ESP)
- Then, increment ESP
- Pop eax

Figure 2-7. 80386 Stack
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L | BOTTOM OF STACK
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L 1 102
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A\
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Figure 3-1. PUSH
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